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Check-In

In our Zoom chat, type out your answer to the question:

How many characters is your longest
password used in social media?
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House Rules
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Kindly change your Always show respect. Unmute only when you Press Zoom'’s Raise
name to: This is a safe space. are speaking. Hand button if you
want to speak. When
ORG_NAME called, kindly unmute

(e.g. AHA! BD_Juan Dela

yourself and answer.
Cruz).
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Learning Objectives
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Define privacy and Identify how to keep their Recognize the benefits Describe the risks of
understand how to online information more and risks of public Wi-Fi being online, develop
create safe spaces for secure by using and networks and make strategies to engage in
oneself and others maintaining strong informed decisions about safer behaviors, identify
online. passwords. when to connect to and spam messages and

use unsecured Wi-Fi. explain who should ask

for their password.
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LESSON 1

Privacy
anhd You
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Source: This content is hosted by Meta and currently includes learning drawn from youth and media at the Berkman Klein Center for Internet & Society at Harvard

University under a Creative Commons Attribution-ShareAlike 4.0 International license. You can make use of them, including copying and preparing derivative works,

whether commercial or non-commercial, so long as you attribute Youth and Media as the original source and follow the other terms of the license, sharing any further
N Meta DIGITAL TAYO: DIGITAL FOUNDATIONS works under the same terms.
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LESSON 2 PRIVACY AND YOU

Your parents/guardians
or family members?

C

[

Your friends?

: | ,
Your teacher or your
Would you -

share where
you live
with...

A stranger/person you
don’t know well?

N
A friend of a friend?

- & >

An organization or
company??
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How to control your

privacy and manage your
online reputation




LESSON 2 PRIVACY AND YOU

Do you know your
current privacy settings
on every social media
platform?
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LESSON 2 PRIVACY AND YOU

X Activity
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LESSON 2 PRIVACY AND YOU

Privacy refers to how we choose
to handle information
about ourselves.

| . It is the ability

to control what other people
know about you.

Summary:
Privacy and you

Privacy is based
on your owhn decisions.

It also changes
depending on the type
of information being shared
and with whom it is being shared.
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LESSON 2

Passwords

Source: This content is hosted by Meta and currently includes learning drawn from youth and media at the Berkman Klein Center for Internet & Society at Harvard

University under a Creative Commons Attribution-ShareAlike 4.0 International license. You can make use of them, including copying and preparing derivative works,

whether commercial or non-commercial, so long as you attribute Youth and Media as the original source and follow the other terms of the license, sharing any further
00 MetG DIGITAL TAYO: DIGITAL FOUNDATIONS works under the same terms.
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LESSON 3

N Meta

PASSWORDS
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Let’s talk
about passwords!

Reminder: It is important not to share your actual
passwords during this or any other exercises.
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LESSON 3 PASSWORDS

Passwords

What is a Strong Password? What is a Weak Password?
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Let’'s check some passwords.

Which of the following are
considered strong passwords?

DOOR8377 A@-2&L4D~*'z>ux i7ovemydog!!




Let’'s check some passwords.

Which of the following are
considered strong passwords?

DOOR8577




LESSON 3

PASSWORDS

How to create a Strong Password:
A Password Recipe

Vv VVY

N Meta

Include at least one number.
Include at least one symbol.

Include at least one uppercase and one
lowercase letter.

Passwords should be at least 7 characters.

Passwords should be easy to remember (unless
using a password manager).
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A password manager is a website/app that
helps users save and organize their
passwords.

Passwords should not be a single common
word or personal information (birth date,
parent’s name, etc.).

Passwords should not be shared
between websites.
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Examples:
Password Recipe

p C@ts-and-Dogs-Living-t
ogether

p» dOgsaremybestfri3nds

N Meta

p jelly22fi$h

» $m3llycat



How to create a Strong Password:
Password Length

Connect a string of four or more unrelated words that makes it harder to guess.

w 26cheese + horse + train + table! = Pl =151 g (o) F=ad = 1101 %= o) (=)
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X Activity

Create a Password Using: Password Length

Connect a string of four or more unrelated
words that makes it harder to guess.

m 26cheese + horse + train + table! = P11 g Lo  =id = 1101 %=1 o) [}
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Other ways
your password
can be weak
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PASSWORDS

ITAL TAYO: DIGITAL FOUNDATIONS

Reusing a password
for multiple accounts

Using the same password
for many years

Using a password that
contains personal information

Forgetting your password



LESSON 3 PASSWORDS

Multi-Factor
(or Two-Factor)

Authentication

DIGITAL TAYO: DIGITAL FOUNDATIONS
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LESSON 3 PASSWORDS

How to use Two-Factor

Authentication on Facebook

QIE=ION=cEOIE= S E)

Go to your Security
and Login Settings by
clicking in the
top-right corner of
Facebook and
clicking Settings >
Security and Login.
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Scroll down to Use
two-factor
authentication and
click Edit.

Choose the
authentication
method you want to
add and follow the
on-screen
INstructions.

Click Enable once
you've selected and
turned on an
authentication
method.
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LESSON 3

PASSWORDS

How to use Two-Factor
Authentication on Instagram

Ol O OR el Ol O

Tap @ or your
profile picture In

the bottom right to
go to your profile.

N Meta
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Tap = In the top
right, then tap
Settings.

Tap Security, then
tap Two-Factor
Authentication.

Tap Get Started at
the bottom.

Choose the
security method
you want to add

and follow the
on-screen

INstructions.
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LESSON 3

PASSWORDS

How to Use Two-Factor

Authentication on WhatsApp

D=+ ->0-0-0 -

N Meta

Open
WhatsApp
Settings.

DIGITAL TAYO: DIGITAL FOUNDATIONS

Tap Account >
Two-step
verification >

Enable.

Enter a six-digit
PIN of your
choice and
confirm It.

Provide an
emall address
YOU Can access

or tap Skip if
you don’t want
to add an email
address.

Note: Adding an
email address is
recommended as this
allows you to reset
two-step verification
and helps safeguard
your account.

Tap Next.

Confirm the
emall address
and tap Save or
Done.
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Are there ever times when it'’s
okay to share a password?

Do you share your passwords
with anyone?

If you are close friends with
someone, would them saying
“If you care about me...” act as

a motivator to share your
password with them?
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LESSON 3

XX Activity

N Meta

PASSWORDS

What three insights from this
session will you apply next time
you have to create a password?

What is one instance where you
feel that it is okay to share your
password with someone else?
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Learning About Passwords

What are three strategies you can
use to safely share your password
with someone else?

What are three examples of what
might go wrong if a password gets
into the wrong hands?
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LESSON 2 PRIVACY AND YOU

Strong passwords help protect
your information.

| . There are two approaches to

creating strong passwords -
follow a “password recipe” which

S u mm a ry: includes harder-to-guess

elements or rely on password

pa SSWO rds length which uses a string of four

or more unrelated words.

Two-Factor Authorization is an
extra layer of security for your
account to ensure you are the
only person who can access it,
even if someone else knows your
password.
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LESSON 3

Security Measures
for Public Wi-Fi, / '
Phishing and Spam
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Source: This content is hosted by Meta and currently includes learning drawn from youth and media at the Berkman Klein Center for Internet & Society at Harvard
University under a Creative Commons Attribution-ShareAlike 4.0 International license. You can make use of them, including copying and preparing derivative works,

whether commercial or non-commercial, so long as you attribute Youth and Media as the original source and follow the other terms of the license, sharing any further
N Meta DIGITAL TAYO: DIGITAL FOUNDATIONS works under the same terms. 32
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LESSON 4 PUBLIC WI-FI

How to Connect to the Internet

STEP S5

A . 2 &

Laptop & phone Wireless AP Internet Service

. Internet
router Provider
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LESSON 4 PUBLIC WI-FI




LESSON 4
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PUBLIC WI-FI

Security Tools

010010101010101
010010101010101
010010101010101
O101111001010110

HTTPS is a standard used by
websites to encrypt data passed
over the internet.

DIGITAL TAYO: DIGITAL FOUNDATIONS

You should only enter sensitive
information (e.g., passwords, credit
card information) on web pages
with the HTTPS:// prefix.
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LESSON 5 CYBERSECURITY, PHISHING, AND SPAM

When you are using the internet,

you may expose yourself to risks
through the mere act of accessing
a web page, communicating online,
or downloading data.
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What are these?

ILOVEYOU
MYDOOM ZEUS TROJAN

CRYPTOLOCKER EMOTET TROJAN




malware?
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LESSON 5 CYBERSECURITY, PHISHING, AND SPAM

AN

What can

you do

to protect
yourself against
malware, spying,
or tracking?
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Be careful when clicking links,
ads, or social media posts.

Only download or install software from trusted
sources and be thoughtful about when you

download executables (.exe, .pkg, .sh, .dll, or .dmg
extensions).

You can use anti-virus software to prevent you
from running malware.

You may also consider browser extensions that
can, for instance, block plug-ins that make it
harder for websites to track you.
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LESSON 4
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PUBLIC WI-FI

><

Funds for Contractors Inbox %

Sun, Jul 19, 1:47 AM (1 day ago) if(
to me

Hi,

| here at Mindoro right now and | forgot ATM card that contains the payment to the contractors.
| need pay to for setting up the venue for the seminar. Please wire me P 20,000 now. Local money
transfer told me to give you this link. Clinck through it and I'll be able to get money.

Thank you!

Kind Regards,

DIGITAL TAYO: DIGITAL FOUNDATIONS

What do you
think is

wrong with this

email?
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LESSON 4 PUBLIC WI-FI

Phishing

=181 allgle] occurs over email from
a scammer pretending to be a
legitimate party.
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What actions could you take to prevent
yourself from accidentally downloading files
that are harmful to your computer?






What can you do to protect yourself against
malware, spying, or tracking?

Recognizing
Connection
Safety

What actions could you take to prevent
yourself from accidentally downloading
files that are harmful to your computer?

What risks might be associated with

sharing your password?
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There are serious risks if you
'-. connect to the wrong network.

Su m m a ry: Be careful when clicking links,
Secu rity Measures ads, or social media posts.

The act of “phishing” primarily
occurs over email from a
scammer pretending to be a
legitimate party.
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Key points

v

Privacy refers to how
we choose to handle
information about
ourselves.
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Privacy also changes
depending on the type
of information being
shared and with whom
it is being shared.

Strong passwords
help protect
your information.



Key points

o
Two-Factor
Authorization is an extra
layer of security for your
account to ensure that
you are the only person
who can access it, even

If someone else knows
your password.
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There are two
approaches to creating
strong passwords — follow
a “password recipe”
which includes
harder-to-guess
elements or rely on
password length which
uses a string of four or
more unrelated words.

There are serious risks
ITf you connect to the
wrong network.
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Key points

©

Encryption was created
to make it more difficult
for hackers to see what
you are sending.
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Be careful when clicking
links, ads, or social media
POStS.

The act of “phishing’”
primarily occurs over
email from a
scammer
pretending to be a
legitimate party.
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What are your Top 3 KEY
TAKEAWAYS? \

Share them with 3 people after this.
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