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House Rules

. Kindly change your name to:
ORG_NAME (e.g. AHA! BD_Juan Dela Cruz)

. Always show respect. This is a safe space.
. Unmute only when you are speaking.
. Press Zoom'’s Raise Hand button if you want to

speak. When called, kindly unmute yourself and
answer.




HELLO!

ABAD ENRIQUEZ

PRE-TEST LEARN CODE:
AHAEO]

Open Facebook Messenger.
Type “Digital Tayo” in the
search bar.

Q, Search

Click “Digital Tayo".

&« Digital Tayo

Digital Tayo
° Business

Input Learn Code
Answer the questions.

©)



Digital Tayo!

COMMENT"™

DIGITAL

TAYO" IF YOU CAN
RELATE TO EACH
SITUATION

O




Digital Tayo!

| WATCH
KOREAN DRAMAS

O




Digital Tayo!

'M A MEMBER OF

HOME BUDDIES ON
FACEBOOK

O




Digital Tayo!

| AM A
PLANTITO/PLANTITA

O




Digital Tayo!

I'™M READY TO BE A
RESPONSIBLE
DIGITAL CITIZEN

O




Me and Social Media

Get updates on what is

h :
appening Share experiences

Connect with

family and friends
Share about

yourself

SOCIAL
EDIA

Grow my business




What Is a
“Digital Citizen”?



DIGITAL CITIZEN

A Digital Citizen has
the knowledge and

skills to responsibly
use the internet and

other digital

technologies.
2




How to become
a responsible

“Digital Citizen”?
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ONE’S SELF

FAMILY AND FRIENDS

COMMUNITY
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Your tracks
online

ANY BEHAVIOR
YOU DO ONLINE

LEAVES A MARK
DEPENDING ON
HOW YOU MANAGE
INIZ©®
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What you
share about
yourself

Profile and personal
Information

Posts

Messages

What you share/like

Who are the ones that
have access to that info

Online friends and
relationships




WAYS OTHERS CAN
ACCESS INFO ABOUT
US

Images

Social media accounts

School > | | s ull@‘gégé

=Yoo\ M=

Job and employer

News stories

Community or social groups




Protect your

DIGITAL IDENTITY




3 Ways to Protect your
Digital Identity

Choose the content that you
show other people

Be wary of abusive content

Secure your account




Choose the content that you
show other people

Be your authentic self (don't use a fake
name/profile and know when to report)

Choose your friends wisely
(unfriend, unfollow, block).

Choose your audience wisely
(be careful with what you share).




Facebook Community Standards

Like a Code of Conduct or
Student Handbook, this is an
outline of what is and what
Is not allowed on Facebook.

These policies are inclusive
of different views and beliefs,
those of people and
communities that might
otherwise be overlooked and
marginalized.

https:/www.facebook.com/communitystandards

€) Community Standards

Search Community Standards

INTRODUCTION

Every day, people use Facebook to
share their experiences, connect with
friends and family, and build
communities. We are a service for
more than two billion people to freely
express themselves across countries
and cultures and in dozens of
languages.

the most up to date set of the

policies and should be used as the
master document.

. Violence and Criminal Behavior

. Safety

. Objectionable Content

. Integrity and Authenticity

. Respecting Intellectual Property

. Content-Related Requests

Additional Information

Facebook © 2020 Report Abuse



https://www.facebook.com/communitystandards

Content

9:41AM 100% [m—

Instagram

JAN

Your Post Goes Against Our
Community Guidelines

Post removed for hate speech
or symbols

Hate speech guidelines

Removal

Account

9:42AM 100% [

Account Warning

Your Account May Be Deleted

Post removed for hate speech or
symbols

Comment removed for bullying or
harassment

Story removed for nudity or sexual
activity

We Think Digital

from facebook




Be wary of abusive
content

Be wary of scam (money theft and
identity theft) and phishing (don't
give out personal information or
financial information)

Report abusive content (follow the
community guidelines)




3 Secure your account

Secure your log-in and log-out

Use strong passwords
(combination of numbers, letters,
and characters).




Log-in alerts

€ Security and login

Login

(2} Log in using your profile picture
Tap or click your profile picture to log in,
instead of using a password

Q, Change password
It's a good idea to use a strong password that
you don't use elsewhere

Setting up extra security
A Get alerts about unrecognised
logins

We'll let you know if anyone logs in
from a device or browser you don't u...

Security check-up

Stay Secure on Facebook

Michelle, we're always working to protect your account.
Let's look at 3 ways you can increase your security.

Not Now Get Started

¢ gy g ey e R

Update Status || Add Photos/Video  [=] Create Photo Album

OQMetCI ‘ Digital Tayo
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Add Extra Security With Two-Factor
Authentication

Add extra security 10 your 3ccount every time you
log in on a phone or computer we don't recognize

How Two-Factor Authentication Works

Extra Protection

We'll ask for your password and then 3
login code any time we NotLice an unusual

login

Via SMS Message or an

authentication app
I Well send a text message with 3 login

COde, OF YOU Can use & securty app of your
choice

Dt —

Two-Factor Authentication

Choose Your Security

Method

Any time you log in from an unusual device or
location, we'll ask for extra security. Choose the
method that works best for you

Text Message

We'll send a code to
’1 (I..) l.41
to get you set up,

Use a Different Numbor

Authentication App

u Set up an app like Google
Authenticator or Duo Mobile to

aenerate loain codes

Two-Factor Authentication

L

Two-Factor Authentication is On
Since December 2, 2017

Tuen Off

Added Security
After entering your password, you'll be asked for
a3 login code

Text message
. Well send a code 1o +1(**") **4)

o get you set up

Add a Backup
Set up 2 backup option sO that you can log in even
your security method isn't avaslable

Authentication App
=5

You'll recerve a login code via an




FOR A STRONG PASSWORD,
MAKE SURE IT...

Has a combination of small
and big letters.

Has different characters.

Is not too short.

https://www.facebook.com/safety/educators/security/passwords/overview

Sign Up

It’s free and always will be.
First name Last name
Mobile number or email

Re-enter email

New password

Birthday
A A o Whydo | need to provide
Feb v 26 v 1994 v my birthday?
® Female Male

By clicking Sign Up, you agree to our Terms, Data Policy
and Cookies Policy. You may receive SMS Notifications
from us and can opt out any time.



3 Secure your account

Set your location privacy.

Check your privacy settings
(conduct privacy check-up).

Check your security settings.




Protect your Digital I[dentity

Take the Facebook Privacy Checkup
https: facebook. bout/basi

1. Click the B at the top-right hand
corner of Facebook and click

Privacy Shortcuts.

2. Select Review a few important

privacy settings under the Privacy
section.

3. Click Next and answer the
following questions about your
Settings.



https://www.facebook.com/about/basics

Privacy Checkup

The Privacy Checkup tool has
expanded to five distinct topics to
help you strengthen your account
security:

€ Privacy Shortcuts X

What topic do you want to start with?

a) Who can see what you share

Tools to help you control your privacy and

security on Facebook Who can see How to keep
a) How to keep your account whatyoushare  your account
secure secure
_B ’
a) How people can find you on @
Facebook Privacy
Control who sees what you share on I-.Iow people can Yow: Kt
. Facebook, and manage data that helps find you on SHLLRIDES O
a) Your data settin gs on us personalize experiences. Facebook Facebook
Facebook e R Co— C—
eview a few important privacy = Ny <]
a) YO ur a d p refe rences on @ Learn about your privacy on =
Facebook Facebook Your ad

preferences on

@ Manage your location settings Facebook




Secure accounts

SET STRONG PASSWORDS

aus

ENABLE LOG-IN ALERTS

fb.me/LoginNotifications

ACTIVATE LOG-IN APPROVALS

fb.me/LoginApprovals

LOG-OUT OF UNUSED DEVICES

fb.me/ActiveSessions

SECURITY CHECKUP

facebook.com/help/securitychec
kup
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If you are to comment, how would you react to the following posts?

OFFICEMATE

| really hate my
boss!

What should you
reply?

FRIEND

It's such a hassle being in the
Philippines! | hate it here!

What should you
reply?

SIBLING

I’'m too lazy to go to
school

What should you
reply?




DIGITAL COMMUNICATION:
PERSON NOT A SCREEN

s - x

o B A .4
OFFICEMATE °* o °* o
v v SIBLING

FRIEND




We forget about

the other person -
behind the screen.




But behind every screen is a
human being with unique
experiences and backgrounds
- just like you and me.

And remembering that allows
us to empathize with them
and try to put ourselves in
their shoes.

EMPATHY is our ability to feel
what another person Is
experiencing, from that
person’s point of view.

] ]




Butterfly or

Two Faces




Vase or Two

Faces




Q: Why is it important to
communicate online respectfully?

« We have different perspective and experiences.

* |t is our responsibility to respect the values, feelings,
and beliefs of others, and accept differences.

* When we respect others and accept differences, we
recognise that behind every screen is a human being -
we can have conversations that allow ourselves and
communities to be better and more helpful.




Ways to practice positive online
engagement

'ii\ o ¥ o

Place Treat Be sensitive

ourselves in everyone as to the
others’ shoes important environment

Know your
audience




A RESPONSIBLE DIGITAL
CITIZEN PROTECTS...

ONE'S SELF

FAMILY AND FRIENDS

COMMUNITY




A RESPONSIBLE DIGITAL
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TYPES OF INFORMATION

Q @

False

Fact iNi .
Opinion Information













What are the real-Ir

conseguences of fa
Nnews?

Se



False news, real life consequences

Tsunami false alarm stirs panic in 2
v S08AM  u swome Zamboanga del Norte towns

& Messages | ] By Teofilo Garcia, Jr. (%) December 29, 2017, 11:32 Share m o @ O

oMG!!!

am
ZAMBOANGA CITY -- Investigation is underway to determine who were behind the lated Stories
tsunami false alarm that stirred panic amon < aliguian,

6.4 magnitude quake
leaves no damage in
Davao Occidental

Zamboanga del Norte.

Siocon Mayor Julius Lobrigas of
fled to higher grounds and to {|
their homes unguarded.

lioilo City mayor calls
for prayers amid Taal
eruption

Farm owner Felipe Ybarsal
least four people aboard
“that there is an incoming|

Davao City to send
rescuers to quake-hit
DavSur town
Ybarsabal along with his

village, where they stayed Siargao Island town

conducts tsunami

Ybarsabal and his wife fled al simulation exercise

and multicab vehicles. 9
6 more evacuation

centers soon to rise

SPRING

They went home when a relative from

- in Bicol

n!clpl!’ them that a tsunami is always preceded b ep sea

epicenter. Zamboanga City has

2 unmarked fault
| The principal generation mechanism (or cause) of a tsunami is the displacement of a lines: Phivolcs

substantial volume of water or perturbation of the sea usually attributed to either

earthquakes, landslides, volcanic eruptions, glacier calvings or more rarely by Quezon quake not

meteorites and nuclear tests, according to Wikipedia. related to Mindanao

temblors: Phivolcs

Ybarsabal said the people panicked and as they also noticed the sea water level was

low without even verifying whether it was high or low tide at that time. Evaniiation santats

sought for remote
communities in E.
Samar

Aside from Siocon, residents in the nearby town of Baliguian have also fled their
homes due to tsunami false alarm.

an families flea in

Deceiving, affects

Causes fear or panic
personal safety

Damages reputation




How do we
know If the
news article/
post Is real or
false”



TRUE or FALSE?

1. | will flash various things that you can
check to discern if a news story/post is

true.

. Click the letters that correspond to the
items that you think should be checked.




How do we know if the news article/
post Is real or false?

Read the “About Domain/

us” ngsite Website name
Section

Cheg:k if the Check the
post is from a picture
close friend




How do we know if the news article/
post Is real or false?

Read the “About Domain/

us” ngsite Website name
Section

Che;k if the Check the
post is from a picture
close friend




How do we know if the news article/
post Is real or false?

A Shared by a With sources/
evidence from

group or Page

credible
you follow

institutions

C Shared by D
more than Author
1000 people




How do we know if the news article/
post Is real or false?

A Shared by a With sources/
evidence from

group or Page

credible
you follow

institutions

C Shared by
more than

1000 people




How do we know If the news
article/ post is real or false?

A Spelling error, all B
CAPs, dramatic Date of Post
punctuations
C Date of Article D If artlg!e IS
familiar




How do we know If the news
article/ post is real or false?

A Spelling error, all B
CAPs, dramatic Date of Post
punctuations
C Date of Article D If artlg!e IS
familiar




How do we know If the news article/
post is real or false?

Picture B Posted in all

major news

(reverse
outlets

search)

Trending Iin D Sent by a
social media friend




How do we know If the news article/
post is real or false?

A Picture B Posted in all
major news

(reverse
search)

C Trending in D Sent by a
social media friené/

outlets




What to check?
O

Untrustworthy Source Poor Formatting

Unrealistic Headlines Unverified Images

O

Unusual URL Link Unrecogised Author

Out of Date Hoax or Humour?




When we see false information
on Facebook...

Ick ... next to the post in question

Ick Report post

ick | think it shouldn’t be on Facebook
ick It’s a false news story

When something gets reported to Facebook, we review it and
remove anything that violates our Community Standards.
facebook.com/communitystandards.

No information will be included about the person who filed the
report when we reach out to the person responsible.




How can you be discerning
with the posts you see?

- Have you experienced seeing a
news event and thinking it was true
because of rumors or a false
image/video?

- What was the event? ’:Q/
\J/A

- How did you figure out that the
news was false?







Getting
assistance
through the

Facebook Help
Center

Links:
www.facebook.com/help/
www.facebook.com/hacked

n Help Center

Questions You May Have

What names are allowed on Facebook?

How do | choose what | get notifications about on
Facebook?

Where can | find my Facebook settings?
How do | change or reset my Facebook password?

Why am | seeing an error message saying | can't reply to a
conversation on Facebook?




A RESPONSIBLE DIGITAL
CITIZEN PROTECTS...

ONE’S SELF

FAMILY AND FRIENDS

COMMUNITY




Thank you!

DIGITALTAYO

POST-TEST LEARN CODE:
AHAEO]



