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INTRODUCTION

More people than ever before are now online. In an
increasingly globalised world, social media helps everyone
stay in touch with friends and families in different cities or

countries around the world.

However, it’s not just the good guys that are online. So it’s more
important than ever that we all take steps to stay safe on the

internet.

We have all heard stories of online accounts being hacked and used
to dupe their followers.

Take a look at this example. A message is sent from Michael’s
Messenger account or email to his friends asking to borrow money.
Michael didn’t send that message. But because the message comes
from Michael’s account, some of the victims agree to lend the

money, unaware they are being scammed.
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Online hacking comes in many forms. Some hackers pretend to be
a representative of Facebook, Instagram, or WhatsApp and send a

link. Others pretend to be an old friend and send a link to click. The
moment we click the link, our account will be hacked.

So how can we keep our online and
social media accounts safe?
Keep reading.
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YOU WANT TO TAKE CONTROL OF
YOUR SAFETY AND SECURITY ON
SOCIAL MEDIA BUT NOT SURE HOW?
FOLLOW THESE SIMPLE STEPS!

/




Secure access to your social media account

This one is really important. You are the only person who
should be able to access and control your social media
account. Never share your login details with anyone else
and never use the same passwords for multiple platforms.
Keeping your login information private helps prevent you
from being targeted by hackers.

These are several things to note to keep your social media accounts
safe and secured.

Password

Use a password that is hard to guess and unique. The more
complicated, the better. Simple, generic passwords are easy to
hack. Make sure to use a different one for every account, and

never share it with anyone.

Two-Factor Authentication (AKA 2FAC)
Two-Factor Authentication is an extra layer of security on your
account which makes it harder for hackers to gain access.

To log into your account you will need to have access to something
you know (your password) and something you have (the one time
passcode we will send to your phone or app). This doubles the
safety, similar to having a gate and a lock on your house.

Activating this feature is a simple step you can take right now
to keep your account safe.
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So how do you
activate 2FAC?

D ‘
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FACEBOOK

Security

Change your password and take other actions to add more
security to your account

0 Security and Login
nang
security to your account,

Apps and Websites
Manage the information you share with apps and websites
you've logged into with Facebook.

and Messenger.

Business Integrations

View and remove the business integrations you've
connected to your account to manage your ads, Pages and
other business info.

=] Instant Games
View and remove Instant Games you've played on Facebook

Go to your Security and
Login Settings.

€ TwoFactor Authentication

Help Protect Your Account

If we notice an attempted legin from a device or
frowser we dont recognize, welll ask for your
password and a verification code.

Select a Security Method

Authentication App

Recommended - Lse an app like Goaghe
Authenticator or Duo Mobile to generate
verification codes for more protection.

Text Message (SMS)

Use text message (SMS) 1o recenve verlfication

codes. For your pratection, phone num used O
for two-factor authentication can't be used to reset
your password when two-factor is on

Select a security method:
e Authentication App.
o Text Message (SMS).

Security and Login

Recommended

-q_ Check Your Important Security Settings
= Welll take you through some steps to help
protect your account

Where you're logged in Seeall

Login

& Change password
It's a good idea to use a strong password that
you're not using elsewhere

Two-Factor Authentication

Use two-factor authentication
We'll ask for a code if we notice an attempted >
login from an unrecognized device or browser.

@ App Passwords
Get a unique, one-time password for apps that 5
don't support two-factor authentication
(example: Xbox, Spotify)

E Authorized Logins

Review a list of devices where you wonithave >
to use a login code

Scroll down to Use
two-factor authentication
and click Edit.

[ Recovery Codes
Use recovery codes to log in f youlose your
phone or can't receive a verification code via
text message or an authentication app.

You can also use the

following:

o Approve login from a device
recognized by Facebook.

e Use one of the recovery codes
we select.

e Tap the security lock on the
recognized gadget.

Two-Factor Authentication

@ Use two-factor authentication
We'll ask for a code if we notice an attempted >
login from an unrecognized device or browser.

@ App Passwords
Get a unique, one-time password for apps that.
donit support two-factor authentication
(example: Xbox, Spotify)

Authorized Logins
Review a list of devices where you wonthave >
to use a login code

Choose the security
method you want and
follow the on-screen
instructions.

o

Two-Factor Authentication Is On

We'll ask for a verification code via your
security method if we notice a login from an
unrecognized device or browser.

Turn Off

Once the two-factor
authentication is activated,
we have to input the code
sent by Facebook to login
from a different gadget.
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INSTAGRAM

Archive

Your Activity

QR Code

Saved

Close Friends

2 Discover People

COVID-19 Information Center

Go to Profile and click Settings.

Choose Your Security Method

Choose how you want us to send security codes. Leam
or

Authentication App (Recommended)
We'll check to see if you have one. If you don't, we'll )
recommend one to download.

Text Message
Well send a code to the number you choose.

Choose from these 2
security methods:

o Text Message.

e Authentication App (such as Duo

Mobile or Google Authenticator).

INTRODUCTION

SECURITY  PRIVACY

& Security

Login Security

(f Password

O Login Activity

Q Saved Login Info
B-B Two-Factor Authentication

[ Emails From Instagram

Click Security and go to
Two-Factor Authentication.

Two-Factor Authentication Is On

Welll text a code to this number any time you try to log in
on a device we donit recognize.

Learn More

Once the two-factor
authentication is activated,
we have to input the code
sent by Instagram to login
from a different gadget.

How To Stay Safe Online: Everything You Need To Know
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WHATSAPP

Account
Privacy, security, change number

Account

Chats
Theme, wallpapers, chat history

Privacy

Notifications
Message, group & call tones

Security

Storage and data
Network usage, auto-download

Two-step verification

Help

Help center, contact us, privacy policy Change number

Invite a friend .
Request account info

from

FACEBOOK Delete my account

Go to Profile and click Settings. Click Account and select
Two-step verification.

Two-step verification is enabled. You'l need to enter your
PIN when registering your phone number with WhatsApp
again,

For added security, enable twe-ste verification, which wil
require  PIN when registering your phane number with
WhatsApp again.

©  Disable

B8  Change PIN

Change email address

ENABLE

Enable Two-step verification Once the two-step

using a PIN. verification is enabled, we
have to input the PIN to log in
from a different gadget.
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Verify Your Phone Number on WhatsApp

Before activating WhatsApp, don’t forget to do this for your safety.

Remember these important points:

e You can only verify your own phone number

e Make sure you can receive a call and text message on the number you
use for WhatsApp

e Turn off any setting or app that blocks phone calls

e Make sure you have internet access for verification

Enter Your Phone Number

WhatsApp will send an SMS message to
verify your phone number (carrier charges
may apply).

Indonesia >

+62 |
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Facebook security check-up

This tool makes taking control easy! With this, you can review and
update your account security settings to ensure you're aware of
who's accessing your accounts and what apps you're given
permission to use your information. This tool also provides detail
on how you can improve our passwords and password security.

Here’s how it works:

Security Security and Login
Change your password and take other actions to add more
‘security to your account.
Recommended
Security and Login
Change your password and take other actions to add more
security to your account.

-a_ Check Your Impartant Security Settings
= well take you through some steps to help >
protect your account

Apps and Websites
Manage the informat hare with d websit ! i .
Manngethe formatn youshar wth g o tston Where you're logged in Security Checkup

No issues found

and Messenger.

Business Integrations

View and remove the business integrations you've
connected to your account to manage your ads, Pages and
other business info.

@ Instant Games -
View and remove Instant Games you've played on Facebook Login

Change password
It's a good idea to use a strong password that
you're not using elsewhere

Two-Factor Authentication

@ Use two-factor authentication
We'll ask for a code if we notice an attempted
lagin from an unrecognized device o browser.

) App Passwords
Geta unique, one-time password for apps thet
don't support two-factor authentication
(example: Xbox, Spotify)

Authorized Logins
Review a list of devices where you won'thave
to use alogin code

Your password is OK

o If you use your Facebook password for
other anline accounts then it's a good
idea to change it

Two-factor authentication is on
Your account is protected with an extra
layer of security

Login alerts are on

We'll tll you if someone logs into your
account from a device or browser you
den't normally use.

Go to your Security and Click Check Your Important
Login Settings. Security Settings.

Choose the option you
want to explore, from
changing your password to
controlling alerts.
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Phishing and scams

Phishing is one of the oldest types of cyber-attacks, where
someone pretends to be someone they are not in an attempt to
fool you into handing over personal information. The techniques
scammers use have become increasingly sophisticated and it can
sometimes be hard to tell if a message is legitimate or not.

Phishing takes many forms including text messages, emails, social
media profiles, posts and messages, or fake websites. Typically, a
scammer will send a message claiming to be from a reputable
company or pretending to be someone you know in an effort to get
you to give up money, or important personal information such as
passwords or financial details. Once they have this information,
they will attempt to profit from it.

Most of the common phishing tactics prey on human emotions
in an attempt to mislead!
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Example 1:

”I really, really need your help, please!” Someone claiming to be your
relative or friend sends you a message saying they are in trouble
and need funds. Once you reply, the scammers then work to take
advantage of your good nature and lure you into transferring
money or giving our personal details that they can use. Look out for
generic greetings and suspiciously long or complex websites or
emails addresses. If you’re not sure, call your friend to check if they
sent the message.

Example 2:

“Congratulations, you’re a winner!” These messages will claim that
you have struck the lottery and won big, but there’s always a catch.
To claim your ‘prize’ you’ll need to pay a membership or joining fee
or share your personal details. Like many phishing messages, these
often come with misspellings and poor grammar. If you look
carefully, they often have forged links - that is, web links containing
an official company name or brand, but with misspellings (e.g.
www.Tottery.com instead of www.lottery.com).

Example 3:

“You've been hacked, but it’s ok | can help you!” This works by
falsely claiming that one of your online accounts has been
compromised or deleted, but good news, the sender can help you
recover the situation - so long as you provide your personal

information.

How To Stay Safe Online: Everything You Need To Know E
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Now, here’s a simple guide to staying phishing and scamming-free.

Don’t click links sent to you in messages.
If someone sends you a link, before clicking it, do a quick Google search to check if the
information is legitimate - or call your friend and check if they sent you the message.

Keep it to yourself.

Never reveal your log-in details: Facebook, Instagram and WhatsApp will never ask you for
your password in an email or send you a password as an attachment. Never reveal your
login information to anyone, even friends or family.

Just like real-life, don’t automatically accept friend requests from strangers.
Scammers may create fake accounts to attempt to be your friend. This will allow them to
spam your feed or inbox.

Secure your account like you would any other valuables.
Change your password regularly. This can prevent your account from being compromised
by scammers who would use your account to contact your friends and family.

Review your account activity and remove spam.
You can check your login history for suspicious logins, and also check your installed apps
and games that have access to your data. Remove those that you do not use.

Check out Facebook, Instagram and WhatsApp’s extra security tools features.
It always pays to take advantage of the latest security tools and features.

Take action and report it!

If an email or Facebook message looks strange, don’t open it or any attachments. Instead,
report it to phish@fb.com. If you want to report the conversation, remember to take a
screenshot before you delete it. Keep in mind that this won’t delete the message from the
other party’s inbox.

If you think your friend is the victim of a hack, let them know.
Visit the Help Center on Facebook, Instagram and WhatsApp to take back control
of your accounts.

Call the police, and your bank.

If you feel you were the victim of a crime, please contact your local police department.
And if you have mistakenly given your credit card details, immediately inform your bank or
credit card company and also make sure you report the person or account to Facebook,
Instagram and WhatsApp.
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Oh no, my account will be suspended in 24 hours!

Well, this is another common tactic used by online criminals, often pretending to be from

an online platform.

If you get notifications like this, don’t click the link. Instead, check if it’s legitimate with
Emails from Facebook and Emails from Instagram feature on your app.

Here’s how:

ié:- Setiings & Privacy

¥ settings

& Privacy Shorteuts

() Your Time on Facebook
[& pevice Requests

= Recent Ad Activity

& Find Wi-Fi

 Dark Mode

£ 1anquage

. Code Generator

Go to Settings by clicking
on the top right corner on

Facebook
—D

Report!

Security
Change your password and take other actions to add more
security to your account.

o Security and Login
Change your passwiord an take othe actions to add more
secuty toyoor account

Apps and Websites

Manage the information you share with apps and websites
you've logged into with Facebook.

and Messenger.

Business Integrations
View and remove the business integrations you've.

@ Instant Games
View and remove Instant Games you've played on Facebook

connected to your account to manage your ads, Pages and
other business info.

Click Settings & Privacy, then
click Security and Login.

-

Q Get alerts about unrecognized logins
Well let you know if anyone logs in from a
device or browser you don't usually use

0o Choose 3 to 5 friends to contact if you
get locked out
Your trusted contacts can send a code and
URL from Facebook to help you log back in

Advanced
Recover external accounts
Recover access to other sites with your
Facebook account
See recent emails from Facebook
See a list of emails we sent you recently,
including emails about security
Safe Browsing
Display a warning if you attempt to navigate to

a potentially dangerous or deceptive website
through Facebook.

Scroll down and tap See
recent emails from
Facebook.

—>

New password...

)

How To Stay Safe Online: Everything You Need To Know

€ Recent emails

Security Other Emails

Account activities

= We haven't sent you any emails about security in the

past 2 weeks

You'll see emails sent by
Facebook. If the email you
get is not on that list,
ignore it.
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Help, my account is hacked!

Hackers are an ever-present danger online. They can
exploit security gaps, perhaps by guessing a password,
or by exploiting a vulnerability in an app, website or

program to gain access to your personal information.

Sometimes, hackers can try to lock users out of their own
account by changing passwords and contact information, or
setting up the 2FAC.

If you think you’ve been hacked, there are a number of steps you
can take to recover your account and get connected again. And
once you’re back in, it’s important that you review your security
settings and make it harder for a hacker to get through your
defenses next time.
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YOUR FACEBOOK ACCOUNT
IS HACKED?

Report!

http;//www.facebook.com/hacked

Include your email and the mobile

number you use to register the
account. /

You can’t access the
account?

No worries. Just fill out the
requested data, like your email and
new mobile number.

~%\

\ a
What’s next? .‘.55

/

Facebook will contact us for

verification. They’ll usually ask for a /
photo ID like your ID card or

driver’s license.

That’s it. You’ll
get your account
back in no time.
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YOUR INSTAGRAM ACCOUNT
IS HACKED?

~~
Report!

help.instagram.com

At the Help Centre, go to policies and

reporting - report something - my
account has been hacked /

Oh no. My account

is gone.

Your account is gone after you
submit the report? Don’t worry!
That’s how Instagram makes
sure that your account is
actually hacked.

Check your email fron\ >
time to time!

Instagram only sends information on
your account through your registered

email. Sometimes, Instagram will ask you
to fill out a form and send your data, like
your photo and ID card.

- o

q This process usually takes 4-7 days.
Just be patient and wait for an

q email from Instagram.
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WHAT IF YOUR WHATSAPP
ACCOUNT HAS BEEN TAKEN OVER?

Verification

Verify your number
right away!

Don’t panic! Try to access your
WhatsApp using your number and verify
right away. How do you do that? See here:
http://fag.whatsapp.com/android/verifica
tion/verifiying-your-number

L]
Enter the 6-digit code sent
through a text message.
| I After you verify your number, a 6-digit
p code will be sent to your phone. Just
5 enter that code to your WhatsApp to

’ kick the scammer out.

Two-step verification

Wait, there’s more. After you enter the
code, sometimes they’ll ask you to enter a
two-step verification code. If you don’t
have the code, it means that it’s been
enabled by the scammer.

So what now?

\ No worries. You just need to wait 7
7 D‘AYS days to access your WhatsApp
account without the two-step
verification code.

OK, it’s day 7.

‘ Since you've entered the verification
code, you can try to access your
WhatsApp account again on day 7. The
scammer should be kicked out after
you enter the verification code.
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Change your security access.

Once you get your account back. Don’t forget to secure your
account by changing your password from time to time, using a
password that is hard to guess, and turning on two-factor
authentication.

Facebook recommends regularly reviewing the apps that can
access data on your Facebook account and removing access to
apps you no longer use. Go to Settings > Apps and Websites

to do this.

You should let your friends know when your account has been
hacked. Tell them not to access or click on any suspicious link or
post from the hacked account.
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You can get alerts about unrecognized logins from Settings >
Security and Login on your Facebook account. When you turn on
this feature, Facebook will let you know if someone logs in to your
account from a different device. Facebook will also tell you how to

secure your accou nt.

When someone is trying to log in from a different IP address the
right name and password, Facebook can activate the Social
Verification function. It will show photos of your close friends and
the person logging in has to name those faces.

How To Stay Safe Online: Everything You Need To Know E




PRIVACY ISN'T SOMETHING TO MESS
AROUND WITH. TAKE CONTROL OF
HOW MUCH INFORMATION YOU SHARE
ONLINE WITH A FEW EASY STEPS.




Who can see our profile and posts?

You ever got an annoying comment on your Facebook
status from a stranger? Or maybe someone shares your

photos after you post them on social media?

That sucks. It’s annoying. Especially because you know that your
profile, photos, and social media status are the perfect tools for

gossip.

Well, that’s the price to pay to be a celebrity. Oh, wait. Nope. We’re
not a celebrity. So why? Why would they do this to me?

You can control who can see your profile and posts on social
media. So you can post photos and update your status without the
whole world knowing.




FACEBOOK

First, click Facebook Privacy Checkup. Through this feature, you

PRIVACY

can easily check who can see your posts on Facebook.

This feature can also help you to:

€ Profile Information

Please review this info from your profile and decide who
you're comfortable with seeing it. Your profile may have
more than is listed here.

Phone Number

@ onlyme +

& Onlyme ~

Birthday

& Friends of friends ~

@ Onlyme ~

Hometown

Q@ Public +

Relationship
& onlyme ~

Current City

See who can see your
phone number, email,
birthday, and relationship
status.

€ Friend Requests

You'e in control of who can send you friend requests.

Who can send you friend

requests? @ Everyone -

@ Tip: If you're getting too many friend
= requests that you don't want, you could set
this to Friends of friends.

See who can send a friend
request on Facebook.

How To Stay Safe Online: Everything You Need To Know

You deside whe you want to see your posts and stories.

Future Posts
Choose wha youd like to see your

future poste, That audience will be

who 3N 66 your posts until you & Friends =
change it. Vou can always change it

wihen you make a new post.

Stories

Control who can see your Stories.

Staries are visible for 24 haurs on & Friends =
Facebook and Messenger.

Limit Past Posts

Change wha can see past posts that were Public or
Friends of friends 1o anly Friends. Anyone tagged in
these posts and their friends may still see them.

Limit

Set who can see your old
and future posts.

€ Phone Number and Email

@ Tip lis common for peaple to have ihe
same name, so we have a few ways people
can find each other on Facebook.

Cheose who can laok you up by your phone number znd
‘email address.

Phone number & Everyone -

Emmail D Everyone -

Restrict who can search for
your account on Facebook

through phone number and
email address.

< Blocking

‘When you block someone, they will ne longer see things
YOU POSL 0N YOUr Umeline, 1ag you, Invile you 10 events
or groups, start a conversation with you or add you as a
friend

@  Tie: Vihen you Slack someane, we won't tell
= them that you've blocked them,

+ AddtoBlocked List

Review accounts that you've

blocked on Facebook.

You decide who you want to see your posts and stories.

Future Posts

Choose who you'd like 1 see your

fulure posts. That audience will be

wiho can see your posts until you 2% Friends =
change it. You can always change it

wihen you make a new post.

Stories

Contral who can see your Stories,
Stories are visible for 24 haurs on & Friends =
Facebook and Messenger,

Limit Past Pasts
Change who can see past posts that were Public or

Friends of friends to enly Friends. Anyone tagged in
these posts and their friends may still see thern,

Limit

Control who can see your
Facebook posts.

How People Can Find You on
Facebook

we'll walk through the options 1o make sure your
seltings are right for you

& Friend requests
[ Phone number and email
Q. Search engines

See who can find you on
Facebook.



FACEBOOK GROUP

If you run a Facebook Group, this is how you maintain your

Group’s privacy:

€ Group Privacy

Privacy
@ Private

Only members can see whds in the group and what
they post.

Other Options

Private groups can't change to public to protect the
privacy of group members. These settings can help
you manage who can find and join this group.

Hide Group

Visible Learn More

‘Who Can Join the Group

Profiles and Pages Learn More

Control who can see your
phone number, email,
birthday, and relationship
status.

Membership

Member Questions
No questions

Who Can Approve Member Requests
Anyone in the group

Whe Is Preapproved to Join
Nobody

Automatic Member Approvals
Instantly add future pending members who have what's
required for your group.

Badges
7 badges

Whe Can Join the Group

Profiles and Pages

Who Can Approve Member Requests

o Anyone in the group

3R Members can only approve requests from their [C]

friends

@ Only admins and moderators @)

Control who can see your
old and future posts.

Manage Discussion

Who Can Post
Anyone in the group

Post Approval
off

Approve Edits
off

Who Can Post
2% Anyone in the group

@ Only admins

Review who you can block
on Facebook.

How To Stay Safe Online: Everything You Need To Know
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INSTAGRAM

Like Facebook, Instagram features Privacy settings that enable you to
manage who can see what you share. There are a few things you can do:

& Privacy All Suggestions

All Followers

Account Privacy

Interactions
I - .

0 Instagram

Ne
New to Instagram

Q comments

@ Mentions

® son .

¥R, Activity Status

(® Messages

New to Instagram

New to Instagram

New to Instagram

[ coron I8
[ Folow I8
[ coron I8
& -
[ coro I8

Choose a private account. So Delete followers on Mute, restrict or block,
only your followers can see Instagram. You can depending on how much or
your posts and Stories. choose who follows you how little you want to
and keeps up with what interact with someone: you
you share. can take a break, or keep

them from interacting with
you altogether.

. & New Post
Data and History

E[h Access Data

Tag People

Add Location

i Download Data

KiJakarta  Starbuck

Lo Apps and Websites FRGRSHS

Facebook Michael Prawira
Twitter

Q search History

Tumblr

Access and review your Turn off location on any
data on Instagram. photo or video you want
to post.
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WHATSAPP

Your WhatsApp status tells your friends what you're up to - and we
all have friends who change their status very often!

But did you also know that you can change your WhatsApp status
privacy setting? So if you don’t want everyone you know to see
your status, just change your setting.

Here’s how you do it:
Go to your status, click on the three dots on top right corner and
click Status Privacy. Set who can see your WhatsApp status. Easy

peasy.

@),
)

A

Ay,
() o,
= ‘Qﬁ j
-

<
e

v
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Facebook Mythbusters

All the questions you want answered.

Does Facebook Listen to My Conversations?

Absolutely not. Facebook does not use your phone’s microphone
to inform ads or to change what you see in News Feed. We show
ads based on people’s interests and other profile information - not
what you’re talking out loud about.

Facebook only accesses your microphone with your permission

when you use a feature that requires audio. For example, you want
to record a video. You need your microphone, right?

30




How does Facebook decide what to show me?

e How much you interact with posts from a friend, a group, or a
Page. Keep in mind that Facebook prioritizes your friends and

family on your Feed

e What kind of posts you usually like and comment on. These can
be photos, videos, or links

e How popular is the post from a friend, group, and Page you
follow. The more likes, comments, and shares a post has, the
more it will show up on your Feed

e Posting time

e Our interaction with a friend or Page. You remember that friend
or sister whose posts you like and comment on all the time?
Yeah, you'll keep seeing their posts on your Feed

e A mutual interest, like shared friends or groups
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PRIVACY

What personal information does
WhatsApp keep?

Sometimes you may wonder if Facebook or WhatsApp can read
your messages. We've heard rumours that your chats, photos and
videos are stored centrally by WhatsApp, or that your information
will be sold for money. But here’s the thing - when you're chatting
on WhatsApp, you see that note saying end-to-end encryption? It
means that whatever you say can’t be read by anyone else. Your
convo, video, and chat can only be seen by you and whoever you’re

talking to.
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Well, someone can read it if they take a peek at your phone.

It’s a bit difficult to explain what end-to-end encryption means. But
rest assured. If you see that on WhatsApp, it means that your chat
is protected and secure. And your messages stay between you and
the person you’re communicating with.

Another thing. WhatsApp now has a feature where you can
download information on your account. This is all the information
that WhatsApp has stored on you.

This “Request Account Info” feature can help you get information
on your account, setting, and profile picture, plus the name of the

groups you’re in.
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AND YOU’'RE DONE!

NOW YOU’RE READY TO NOT ONLY KEEP
YOURSELF SAFE ONLINE, BUT TO SHOW
YOUR FRIENDS AND FAMILY HOW THEY
CAN STAY SAFE TOO.




We hope this guidebook sets out useful tips to keep us all
safe online. Remember, if something seems too good to be
true, it usually is. And if in doubt, report it.

For more information, check out the following:

Facebook: facebook.com/help

Instagram: help.instagram.com

WhatsApp: fag.whatsapp.com

Bye!
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